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ITopsoox
nHpopmuposanus ®Cb Poccuu 0 KOMIIBIOTEPHBIX HHIM/ICHTAX,
pearupoBaHusI Ha HUX, IPUHATUSA Mep O JTUKBUIALMU NOCIEACTBHH
KOMIIBIOTEPHBIX aTaK, IPOBEICHHBIX B OTHOLIEHNH 3HAYNMBIX 0OBEKTOB
KpuTHUeCKoM HHopMalimoHHOH nHGpacTpyKkTyphl Poccuiickoi @enepanuu

1. Hacrosmmit Ilopsgok ompepenser mNpoueRypy HHGOOPMHUPOBAHKSA
®CB Poccun cyObeKkTaMd KpUTHUeCKOW HHGOPMaLMOHHOW HHQPACTPYKTYpHI
Poccuiickoit ~ ®enepauun  (manmee —  KpuTHdeckas — HHGOpPMaLMOHHAs
MHOPACTPYyKTypa) © KOMIIBIOTEPHBIX MHUMAEHTaX, a TaKKe peardpoBaHHs
Ha KOMIIBIOTEPHBIC WHIMIEHThl W IPUHSTHSA Mep MO JIMKBUIALMU IIOCIEICTBUH
KOMITBIOTEPHBIX ~aTaK, IIPOBEACHHBIX B OTHOIICHWM 3HAYMMBIX OOBEKTOB
KPHTHYECKON HH(OPMAIMOHHON HH(PPAaCTPYKTYphl, B TOM 4HCIe B GaHKOBCKOH
cdepe U B HHBIX cepax (UHAHCOBOIO PHIHKA.

2. CyObekTbl  KpPUTHYECKOM  HMH(QOpPMAlMOHHOH  HHOPACTPyKTyphl
uadopmupytor @Cb Poccun 060 BceX KOMNBIOTEPHBIX HHUIUAEHTAX, CBA3aHHBIX
¢ GOYHKUHOHMPOBAHHEM IMpPUHAIIEKAIINX UM Ha IpaBe COOCTBEHHOCTH, apeHbI
WIM WHOM 33aKOHHOM OCHOBAaHHM OOBEKTOB KPUTHYECKOH HHGMOPMaLMOHHON
HHOPACTPYKTYPBHL.

3. HudpopMHpOBaHHE OCYIIECTBISIETCS ITyTeM HallpaBlieHHs HHGOpMaIuy
B HanuoHajapHBIH KOOPIUHALIMOHHBIM LEHTP 1O KOMIIBIOTEPHEIM MHIAIEHTaM
(mamee — HKILIKW) B coorBerctBuu ¢ ompeneneHHsiMd HKIIKH (bopMaTauvn/I2

IpeacTaBjiCHUs I/IH(l)OpMaHI/II/I O KOMITBIOTEPHBIX MHIUACHTAX B roCyJapCTBCHHYIO

: IMonoxenue o HaunoHaaIbHOM KOOPAWHAUMOHHOM LEHTPE 10 KOMNBIOTCPHbBIM HHIHJICHTAM,

ytBepkacHHOe npukasom OCB Pocenu ot 24 mons 2018 r. Ne 366 «O HaumoHanbHOM KOOPIMHALUMOHHOM LEHTPE
10 KOMMbIOTEPHLIM MHUUAEHTaM» (3apeructprupoBad MuHiocToM Poccuu 6 centabpsa 2018 r., perucTpauroHHbIA
Ne 52109). , ,

? MoanyHkt 4.9 nyukra 4 INonoxenns 0 HalMOHATLHOM KOOPAMHALMOHHOM LEHTPE M0 KOMIBLIOTEPHBIM
vHURAeHTam. YTeepkaeHHoro npukasoM ®OCB Poccunm or 24 mons 2018 r. Ne 366 «O HauwonanbHoM
KOOPAMHAUMOHHOM UEHTPe MO KOMIBIOTEPHBIM MHLMASHTaM» (3aperucTpupoBaH MuHiocrom Poccuu
6 centa6Gps 2018 r., periucTpauionHbIi Ne 52109).




CUCTeMy OOHapyXeHHUs, NpeoyNpexKACHUS U JHUKBUAALMHM  IIOCIEACTBUHI
KOMITBIOTEPHBIX aTaKk Ha HHGpopMalMoHHBIE pecypchl Poccuiickoit Denepanuu
¢ HCMoNb30BaHMeM TexHHUeckoit mHdpacTpykTypsl HKIIKH, npennasHaueHHOH
IUIA OTIPaBKH, IMOJNydyeHHs, oOpaboTKM M XpaHEHHs YBEAOMIIEHHH M 3alpocoB
B paMKaX HH()OPMAIIIOHHOTO B3aUMOJAEHCTBUA C CyOBEKTaMH KPHTHYECKOM
UHGOPMALIMOHHOW HHQPACTPYKTYphl, a Takke C HHBIMH, HE SBIAIOLIMMUCH
cyObekTaMu KpUTHYECKOH HHGOPMALMOHHONW HHQPACTPyKTyphl, OpraHaMH
¥ OpraHu3alHsIMH, B TOM YHCIIE HHOCTPAHHBIMH U MEXXIYHapOJHBIMHU.

B ciyd4ae OTCYTCTBHS MOAKIIOYEHHS K  JaHHOW  TeXHHYECKOH
uHpacTpykType  HHpOpMalms  nepefaeTcs  CyOBEKTOM  KPUTHYECKOH
HHOOPMAIHOHHOM HHQPPACTPYKTYphl IOCPEICTBOM MOYTOBOH, (DaKCHMHIIBHOM
M DJIEKTPOHHOHN cBA3M Ha anpeca (Tenedonubie Homepa) HKIIKH, ykasaHHbIe
Ha o¢uUUMAIEHOM caliTe B HH(OPMaNUOHHO-TEJIEKOMMYHHMKAIIMOHHON CETH
«Mateprer» mo aapecy: «http://cert.gov.run».

4. HWudopmamus 0  KOMIIBIOTEDHOM  HHIMIEHTE,  CBS3aHHOM
¢ (YHKIMOHMPOBaHHEM 3HAUYMMOro OGBEKTa KPUTHYECKOH HH(OPMALMOHHOM
HHOPACTPYKTYPHI, HaIpaBisieTcs CyOBEKTOM KpUTHYECKOM HHPOpMalMOHHOH
nHppacTpykTypsl B HKIIKU B cpok He mo3gHee 3 4acoB ¢ MOMEHTa OOHApyKEHUs
KOMITBIOTEPHOI'0 HHIUAEHTa, a B OTHOIIEHWH HHBIX OOBEKTOB KPHTUYECKOM
UHPOPMALIMOHHON MH(PaCTPyKTYpsl — B CPOK HE IMo3AHee 24 4acoB ¢ MOMEHTa
ero oOHapy X eHHs.

5. B ciy4ae eCclu KOMITbIOTEPHBIN UHIUIEHT CBsA3aH
C (GYyHKIMOHUPOBAaHUEM o0BpeKTa KPUTHUYECKOM UH(bOpMaIMOHHON
HH(PACTPYKTYpPHI, HPUHALJIEKAIIETO Ha [paBe COOCTBEHHOCTH, apeH/Ibl HIIH MHOM
3aKOHHOM OCHOBaHUH CyOBeKTy KPUTHYECKOH UHG$OpMaLlMOHHON
HHOPACTPYKTYPHI, KOTOPBIH OCYILECTBISET AeATeNFHOCTh B GaHKOBCKOH cdepe
¥ B MHBIX cpepax PUHAHCOBOIO PBIHKA, I/IH(popMauw{ 0 KOMIBIOTEPHOM HHLIUICHTE

TAaKXXE HampaBdCTCA B bank Poccuu ¢ HCHONB30BaHHEM TEXHUYECKOU




uHOpacTpykTypel baHka Poccum B CpOKM, YCTaHOBJEHHBIE IIyHKTOM 4
Hacrosuero [lopsaka.

B ciydae OTCYTCTBHS BO3MOXKHOCTH YBEOMIIEHUS CyOBEKTOM KPUTHYECKOH
HHQOPMAIIMOHHON HHOPACTPYKTYpHl, KOTOPBIH OCYLIECTBIAET AEATENBHOCTh B
0aHKOBCKOH cdepe M B HHBIX cdepax (QUHAHCOBOrO pPBIHKA, ITIOCPENCTBOM
TeXHu4yeckoil uHOpacTpykrypsl banka Poccum uHQOpManus mnepenaeTcs
CyOBEKTOM KpUTHYEeCKOM HH(pOpMalMOHHOH HHOpacTpyKTypel B bank Poccun
HOCPEJCTBOM ITOYTOBOH, ()aKCHUMHJIBHOM WIIM DJEKTPOHHOM CBA3M Ha ajpeca
(TenedoHHBIE HOMepa), yKa3zaHHble Ha oduiuansHoM caite banka Poccuu B
HHPOPMAIIOHHO-TeJIEKOMMYHUKaMOHHON ceTH «HTepHET».

6. Jlnd mOATOTOBKM K pPEardpoBaHUI0 Ha KOMIIBIOTEPHbIE HHIUACHTEI
Y [IPUHATHIO MepP IO JIMKBUAALUH MOCJIEICTBHH KOMIBIOTEPHBIX aTaK CyOBEKTOM
KPUTHYECKOH HWH(POpMAIMOHHON HHQPACTPyKTYphl, KOTOPOMY Ha IIpaBe
COOCTBEHHOCTH, apeHIbl UJI HHOM 3aKOHHOM OCHOBaHUY NPUHAUIEXUT 3HAYMMBIii
00BEKT KPUTHUYIECKOH UHGOPMaLMOHHON UHOPaCTPYKTYPBL,
B CpPOK 10 90 KaJeHIapHBIX JHEH cO THS BKIIOYEHUS JAaHHOIO 0OBEKTa B PEECTp
3HAQYUMBIX OOBEKTOB  KPUTHYECKOW HWH(POpPMAnMOHHON  HHQPACTPYKTYpHI
Poccuiickoii ®enepanun’ pa3pabaTbiBaeTcs IUIaH pearnpoBaHus
Ha KOMITBIOTEPHBIE MHIIWAEHTHl U MPUHATHS Mep MO JHMKBUAALMHU IOCIEICTBHUM
KOMIBIOTEPHEBIX atak (Hanee — [lnan), cogepxamui:

TEXHHUYECKHE XAPAaKTEPUCTHKHU U COCTaB 3HAUUMBIX 0OBEKTOB KPHUTHYECKOH
MH(POpMAIIMOHHOM HHPACTPYKTYPHI;

coObITUA (YCJIOBHS), IPU HACTYIUIEHHH KOTOPBIX HAYMHAETCS pealu3alus
npenycMoTpeHHbIX [nanoM MeponpusaTui;

MEpOTIPUATHS, IMPOBOAMMEIE B XOIE pearupoBaHUsA HAa KOMIBIOTEPHBIE
MHIMICHTHl U IPUHATHS Mep [0 JUKBUAALUYU NOCIEACTBUM KOMIIBIOTEPHEIX aTak,

a TaKXXe BpEMsi, OTBOAHMMOC Ha UX pCaIN3aliuio,

! Tlopanok BeneHMsA peecTpa 3HAYMMBIX OOBEKTOB KPUTHYECKOH HHGOPMALMOHHON HHQPACTPYKTYphI
Poccuiickoit ®enepaunu, yreepxaenHsii nprkasoM ®CTIK Poccun ot 6 nexabpa 2017 r. Ne 227 «O6 yTBepKACHUU
IMopsanka BeleHHA peecTpa 3HAYMMBIX OOBEKTOB KpHTHUeCKOH HHOOPMALMOHHOH  MHAPACTPYKTYphI
Poccuiickoit ®enepanum» (3apeructpuposad Musniocrom Poccuu 8 espand 2018 r., perncrpanoHHstit Ne 49966).
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OMKMCaHME COCTaBa MOApa3leleHHd M JOJDKHOCTHBIX JIHMI[ Cy6bekTa
KPUTHUECKOH UHGOPMaLIMOHHOM HH(PPaCTPYKTYpHI, OTBETCTBEHHBIX
3a IIpOB&IICHPIG MEPOTIPUATHI MO pearupOBaHUIO0 HA KOMIIBIOTEPHEIE WHIHIAEHTHI
U IPUHATHE MeP MO JTUKBUIAIMY MTOCIESACTBUN KOMIIBIOTEPHBIX aTak.

7. Ilpm Heobxomumocty B [InaH BKiIrOYaroTcs:

YCJIOBHSI TIPUBIICUSHUS moapasfeneHuit u fopkHocTHBIX UL @Ch Poccun
K TPOBEACHUIO MEPOMPHUATHI IO pearupOBaHUIO Ha KOMIIBIOTEPHBIE MHIMIECHTBI
¥ MPUHSTHIO MeP I10 JIMKBUIALUH MOCIEACTBUA KOMITBIOTEPHBIX aTaK;

IOpSAMOK TMpPOBEAEHHS CyOBEeKTOM  KPUTHYECKOHM  HH(OPMAalMOHHOM
HHQPACTPYKTYPEI, KOTOPOMY Ha IIpaBe COOCTBEHHOCTH, apEHABl HIIA HHOM
3aKOHHOM OCHOBAHHH TPHWHALJIEKAT 3HAUYUMble OOBEKTBI  KPHUTHYECKOH
AHQOpPMAIMOHHONH  MH(QPACTPYKTYphl,  MEpPONPHUATHH 10  PEarupoOBaHHIO
Ha KOMITBIOTEPHbIE WHIMAEHTHl U MPHUHATHIO Mep IO JIMKBUIALMH IMOCIEACTBHH
KOMIIBIOTEPHBIX aTaK B OTHONIEHHMHM 3HAYMMBIX OOBEKTOB KPUTHYECKOH
UHQOPMAIMOHHOH  WHOPAcCTPYKTypel ~ COBMECTHO  C  IIPHBIEKAeMbIMH
nofipasAeeHusIMHI U AoKHOCTHBIMY tnnamMu OCh Poccny.

8. Ilpoexr IlnaHa, coxepXallMil IIOJOXKEHUs, IPEXyCMOTPEHHBIE
nyHktoM 7 Hacrosiuero Ilopsika, pa3pabaThiBaeTcsi CyOBEKTOM KPHUTHYECKOM
nadpopmaroHHoit uHPpacTpykrypsl coBMecTHo ¢ HKIIKM u Hampasnsercs
Ha coryacoBanue B @Cb Poccuu.

®CB Poccuu paccmarprBaeT npoekt Ilnana B cpok 10 30 kajneHAapHBIX JHEH
M [0 pe3yJbTaTaM pacCMOTPEHUS COIJIACOBBIBACT €ro HJIM BO3BpallaeT
6e3 coriacoBaHus s 10pabOTKH.

9. TIlnaH, pa3pabaTbiBaeMblif CyOBeKTaMH KpUTHUIECKOH HH)OPMALUOHHON
HH(PaCTPYKTYpPHl, KOTOPHIM Ha ITpaBe COOCTBEHHOCTH, apPEH/Ibl WJIK HHOM 3aKOHHOM
OCHOBaHMH MNPHHAAJNIEKAT 3HAUUMble OOBEKTHl KPUTHYECKOH HHGOPMAIMOHHON
MHPPACTPYKTYPHI, OCYLIECTBIAIOMIUMY JAesATeIBHOCTh B 0OaHKOBCKOH cdepe
M B UHBIX cepax (UHAHCOBOrO PHIHKA, JOJDKEH BKIHOYATh, IOMUMO IOJOXEHHH,

YKa3’aHHBIX B HNYHKTax 6 u 7 HacTOsALIEro Hopﬂm(a, YCIIOBHSL ITPUBJICHCHUS
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NoJipa3aeeHuid U JOKHOCTHBIX UL baHka Poccuu K NpOBEIEHUIO MEPOIIPUATHI
10 pEardpoBaHUI0O HAa KOMIBIOTEPHBIE HHIMIEHTH M IPHHATHIO MeEp IO
JTUKBHUIALMY TOCIIECTBHI KOMITBIOTEPHBIX aTak. Takou [InaH v W3MEHEHUs B HETO
corjacoBbiBatoTcs ¢ bankom Poccun.

10. CyOBeKT KpuTHIecKol HH(POpMaLMOHHON I/IH(i)paCprKTypr,} KOTOpOMY
Ha MpaBe COOCTBEHHOCTH, apeHAbl WM HHOM 3aKOHHOM OCHOBAHHMM IpUHAJIEKAT
3HAYUMBIE OOBEKTHI KpUTHYECKOH MH(POPMAMOHHOH MH(PPACTPYKTypHI, HE pexe
OJNHOTO pa3a B TOA OpraHH3yeT W MPOBOAUT TPEHUPOBKH MO OTpaboTKe
Meponpustuit Ilnana. OOpeM H colepXKaHHE TPEHUPOBKU OIPENEIAIOTCA
CYOBEKTOM KPUTHYECKOH HMHGOPMALIMOHHOW HHQPPacTpyKTypel C YYETOM
MEPOIPHUATHH, coaepxaiuxcs B ILnane.

Opranuzanus U IPOBEJEHUE TPEHUPOBOK BOIAraroTCA Ha I10Jpa3jie/cHus
Y JOJDKHOCTHBIX JIUI] CYOBeKTa KPUTHUIECKOH HHPOPMAIIOHHON HHPACTPYKTYPHI,
OTBETCTBEHHBIX  3a  MPOBEACHHE  MEpONpPHUATUH  II0  PEarupoOBaHHUIO
Ha KOMIIBIOTEPHBIE HMHIIUACHTHl U NPHHATHE Mep IO JUKBHUIALMH I1OCIEICTBUI
KOMITBIOTEPHBIX aTak.

Ilpu HeoOXoguUMOCTH MO pe3yinbTaTaM TpeHHpoBOK B Ilman BHOcATCH
U3MEHEHMS.

11. CyOBeKT KpUTHYECKON HHPOPMALIMOHHOM HHPPACTPYKTYPhl, KOTOPOMY
Ha npaBe COOCTBEHHOCTH, apeH/Ibl UM MHOM 3aKOHHOM OCHOBAaHMH IIPHHAJJIEXKAT
3HaYMMEBIE OOBEKTHl  KPUTHYeCKOH  HMHGOPMALlMOHHOH  HMHQPaCTPyKTYpHI,
B XOJl6 pearMpoBaHMs Ha KOMIIBIOTEPHbIE HWHUIMIAEHTHl M IPUHATHA MEP
IT0 JINKBUAAIIAHN TTOCIEeACTBUI KOMITBIOTEPHBIX 4TaK OCYIECTBIIAET:

aHaJIN3 KOMITBPIOTEPHBIX WHIUACHTOB (BK/IIOYas OMpe/ielIeHUe OYEepPEIHOCTH
pearupoBaHHs Ha HUX), YCTAHOBJIEHHE UX CBSI3M C KOMIIBIOTEPHBIMM aTaKaMH,

IIPOBEICHHE MEPONPUATHIA B cOOTBEeTCTBUH ¢ IlmaHoM;

ornpejesieHHe B COOTBETCTBHH ¢ IliaHOM HE00XOAMMOCTH IPUBJICYEHHUSA
K pearHpoBaHUI) Ha KOMIBIOTEPHBIE WHUUIAEHTHl M MPUHATHIO MEP

1o JIMKBHIaluN MOCIeICTBUM KOMIIBIOTCPHBIX aTak nonpasnenenm‘/i



1 nopkHocTHEIX ULl @CB Poccuu n banka Poccun.

12. Tlepen mpuHATHEM Mep MO JUKBHUIALUHU MOCIEACTBUN KOMIIBIOTEPHBIX
aTak CyOBEKT KpUTHYECKOH HWH(POpMALMOHHOW HHQPPACTPYKTypEl, KOTOPOMY
Ha IIpaBe COOCTBEHHOCTH, apeHIbl HMJIM MHOM 3aKOHHOM OCHOBaHHWH IIPHHAIJIEXKAT
3HA4YMMble  OOBEKTHI KPUTHYECKOH  HHGPOPMALMOHHON  HHQPPACTPYKTYpHI,
OIpefeNseT:

COCTaB MOJpa3JieleHNii W MJOJDKHOCTHBIX JIML CyOBeKTa KpPHUTHYECKOH
HHPOPMALIMOHHOW  WMHOPACTPYKTYphl,  OTBETCTBEHHBIX  3a  IIPOBEJCHHE
MEPOTPHUATHH 0 pearupoBaHUIO Ha KOMIBIOTEpHble HHIIMJCHTEI U IIPUHATHE MEp
M0 JUKBHIALWH ITOCIIEICTBUHA KOMIBIOTEPHBIX aTaK, U MX 3aJa4d B paMKax
TIPUHUMAaEMEBIX Mep;

nepedyeHb CPEACTB, HEOOXOOUMBIX JUIsl NPUHATHS Mep MO JIMKBUIALUH
HOCTIEACTBHI KOMITBIOTEPHBIX aTak;

OYEepeHOCTh 3HAYUMBIX OOBEKTOB KpUTHYECKOH HH(OPMALMOHHON
HHPPaCTPYKTYPhl (MX CTPYKTYPHBIX DJIEMEHTOB), B OTHOILIEHHH KOTOPHIX OyXyT
HPUHUMAThCS MEPHI 110 JIMKBUIALUH ITOCIENCTBUN KOMIIBIOTEPHBIX aTak;

HIepeyeHb Mep 10 BOCCTAHOBIIEHUIO ()YHKIIMOHUPOBaHHS 3HAUUMOT0 00BbEeKTa
KPUTHYECKOH HHGOPMAIIMOHHOH HHPPACTPYKTYPBI.

13. B xome NHMKBHAALUWH IOCIEACTBUH KOMITBIOTEPHBIX aTak CyOBEKTOM
KPUTHYECKOH HHGOPMAIMOHHOW HHQPacTpyKTyphl, KOTOpOMYy Ha TIIpaBe
COOCTBEHHOCTH, apeHAbI WJIM HMHOM 3aKOHHOM OCHOBAaHHH NIPUHAAJIEKAT 3HAUUMBIE
00BEKTHl KPUTHIECKOH WH(OPMALIMOHHONW MHQPPAaCTPYKTYPhl, NPUHUMAIOTCS MEPHI
10 BOCCTAHOBJIEHHIO (YHKIIMOHHPOBAHHUA M TpoBepke paboTOCIOCOOHOCTH
3HAYUMOTr0 00beKTa KpUTHIECKOH HH(MOpMaLlMOHHON UHGPACTPYKTYpHI.

14. O pesynbrarax MEpONPHUATHI MO pearMpoOBaHHUIO HAa KOMIIBIOTEPHBIE
HHIUACHTHI U TIPHHATHIO MEp 10 JIMKBUAALWY MOCIEACTBUII KOMIIBIOTEPHBIX aTak
CYOBEKT KPUTHYECKOH WH(POPMALMOHHON MHGPACTPYKTYpbl, KOTOPOMY Ha IpaBe
COOCTBEHHOCTH, apeHbl WM UHOM 3aKOHHOM OCHOBaHUM NTPHUHAJJICKAT 3HAYUMBIE

OOBEKTHl KPHUTHYECKOH WH(POPMAIMOHHOH HHPPACTPYKTYphbl, HHPOPMUPYET
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HKIIKU B cpok He mo3gHee 48 yacoB mocje 3aBEpUICHHs TaKUX MEPONMpPUATHIA
B COOTBETCTBHH ¢ MyHKTOM 3 HacTosmero I[lopsaaka.

Cy6bekTsl KpuTHYeCKOH HH(POpMALMOHHOH HMHQPACTPYKTYphl, KOTOPHIM
Ha npaBe COOCTBEHHOCTH, apeH/bl WM HHOM 3aKOHHOM OCHOBaHHH MpHHAJIeXaT
3HaYMMBle OOBEKTHl  KPUTHYECKOH  HMHQPOpMalHOHHOH  HMHQPaCTPyKTypHl,
OCYIIECTB/IAIONINE JeATENbHOCTh B GaHKOBCKOH cdepe M B HHEIX chepax
¢unancoBoro peiHka, Hapsny ¢ HKIKHW wunHbopMupyroT o pesyiabrarax
MEpPOTIPUATHH 110 pearupoBaHHIO Ha KOMIBIOTEPHBIE HHIMICHTBI M IIPHHATHIO Mep
N0 JIMKBMJAIMH [OCIEACTBUH KOMITBIOTEpHBIX aTrak baHk Poccuu B Ccpok
He no3jadee 48 wacoB Iocje 3aBeplIeHUs TaKUX MEPOINPHUATHH B COOTBETCTBHH

¢ myHKTOM 5 Hacrosero [lopsaka.




